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Product Models Covered by This Document

This document applies to the following product models:

e FlashNAS ZX2U12 Series
e FlashNAS ZX3U16 Series
e FlashNAS Desktop Series

For more information about compression, virtualization, snapshot, remote
replication, ZFS, backup, storage, network-attached-storage, file-sharing and
WORM (Write Once, Read Many), please visit www.winsys.com
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FlashNAS Family of Unified Storage Systems

IT environments often feature multiple types of storage infrastructures to
accommodate various types of data and achieve different service levels. The
scattered boxes for DAS (Direct-Attached Storage), SAN (Storage Area Network)
and NAS (Network-Attached Storage) configurations lead to poor utilization and
complicated management.

Winchester Systems FlashNAS simultaneously serves file and block-based
applications with a unified storage platform, and features easy management,
optimized resource utilization, high availability, flexible scalability and
competitive price/performance. In addition, FlashNAS offers a comprehensive
set of advanced software features at no additional costs. FlashNAS systems
help businesses effectively meet diverse and changing data demand while
staying within budget.
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Using Microsoft Active Directory (AD) with FlashNAS
ZFS Systems in Windows Server

Microsoft Active Directory (AD) in Windows Server environments is a directory
service designed for data management and resource distribution on network
environments. Microsoft AD allows storing and sharing data, configuring storage
parameters, and managing account information from a central location.

Using Microsoft AD with FlashNAS systems offers the following benefits:

e Simplified account management
The same Microsoft AD account name and password can be used for
FlashNAS; there is no need to manage separate sets of account information.
e Consolidated access control
Read/write rights to shared directories on the network can be controlled from
the FlashNAS.
e Enhanced security
FlashNAS can also benefit from the enhanced data protection protocol
integrated in Microsoft AD.

The FlashNAS systems are compatible with Microsoft AD for the following
versions of Windows OS:

e Windows Server 2003, 2003 R2

¢ Windows Server 2008, 2008 R2

¢ Windows Server 2012
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Step 1: Preparing the Environment

1.1 Confirm the FlashNAS software version.
The procedure described in this application note is applicable to software
version 1.2.46 or later. To check the software version follow these steps:

Go to Maintenance > System > Software Update.

[® w‘i Status
& t,_‘:; Configuration Software U pdate

+| | Storage NAS System Software Update
# = Folder Update the system software (this web interface)

[ 3 Account
[# £ Backup

Currently Installed Software Package

= 4 Maintenance Package Name: FlashNAS 3000

= b System Model Name: FlashNAS 3000
{9 Software Update

_, Backup System Vendor: Winchester Systems
& Seting Versi 34.16
ersion: A
3 Power Schedule
_2, Diagnostic Report Date: 20150211

Check the software version in the Currently Installed Software Package corner.
(if the software version is not at an acceptable level, please contact Winchester Systems

support)
1.2 Take a FlashNAS system snapshot.
This snapshot image will be of use in case errors are encountered during the

user import.

Go to Maintenance > System > Backup System Setting.

WINCHESTERSYSTEMS

Maintenance | System | Backup System Setting

'f'iJ Status =
B4y Configuration Backup/Restore Settings

[#1_] Storage Backup System Setiings

i+ =5 Folder

- Save basic system settings, including network configurations and user accounts, to a local file
i+ a Account

i+ £ Backup
=3¢ Maintenance
= Rk System
7 Software Update

.., Backup System
& Setting

E Power Schedule
;}J Diagnostic Report Restore System Settings
) High Availability

L/ Log

Restors system configurations from a previously saved setting file.

Browse
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Click on Backup. When prompted, save the backup file to a location of your

choice.

"

WINCHESTERSYSTEMS'

Background Job Alert

stem | Backup System Setting 2015.03.0213:05:32  Welcome adminv [ Links

Backup/Restore Settings

Backup System Settings

Save basic system settings, including network configurations and user accounts, to a local file.

Backup

) Backy
& seting

In the event this system backup has to be used (system recovery), this recovery
will require a short amount of downtime in the form of a FlashNAS system reboot.
Make sure to properly plan this recovery so that the reboot downtime does not
interfere with business applications.

1.3 The FlashNAS and AD server should be synchronized with a time difference
of no more than 5 minutes. To check the date/time settings of the FlashNAS, go
to Configuration > System > Date/Time.

WINCHESTERSYSTEMS'

Configuration | System | Date/Time

[+ gl Status 2
:i‘:; Configuration Date/Time
@ B Senvice Current Date / Time / NTP Servers
= E..:J System Adjust the date and time to your local environment or synchronize
f:“) Hoest Settings :
Date/Time
<1 Date/Time
A\ Language Date p015.03.02 =
Q_ Admin Password
e Certificates Time 13:08:47 |
] 9 Network e.g. 17:00:00
] \3 Peripheral
- o Timezone | (GMT-05-00) AmericalNew_York /|
# (49 Notification
[#_] Storage Daylight Saving Time
[+ &4 Folder
& & Account
# £ Backup
[# '3 Maintenance

1.4 Conduct a Test Run

Prepare a test AD server to conduct a practice run before doing the
configurations on the operational AD server. In this way, users can ensure that
the configurations highlighted in this document work in their specific
environments and avoid any damage from unexpected errors that may occur
when doing these configurations for the first time.

e This AD server should include all user accounts.

e This AD server will be the target server for FlashNAS.
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Step 2: Verifying AD Server DNS

2.1 Open DNS Manager.
(Windows Server 2003/2008) Go to Start > Administrative Tools > DNS.

—
"2l e Administrator
(3L ) Paint b i3] Event Viewer

o - _§£ z e Manages the Domain Name Sy

| Documen =L Group Policy Managem:
%‘.) T P 5 e, o translates DNS computer nam
i jtia
B Command Promp Computer =, Local Security Policy
- @ Performance Monitor
MNetw = § .
@ Mozilla Firefox o __ﬁ Security Configuration Wizard
Server M
Control Panel i'g er R
._:] Motepad L. Services
. Devices and Printers '3z Share and Storage Management

@ DNS % Storage Explorer
é Administrative Tools System Configuration
-.d?' éﬁvpeugr;chory Users and s . ® Task Scheduler

p and Suppor
@ Windows Firewall with Advanced Security
Adobe Reader X Run... [3] Windows Memory Diagnostic
a Windows PowerShell Modules

4 All Programs @ Windows Server Backup

| search programs and files Bl Logoff >| |
=IEYCEEE ]

(Windows Server 2012) Open DNS Manager by going to Tools > DNS.

‘Server Manager - |

Dashboard (o ’- Manage Tools WView Help

| Active Directory Administrative Center

| Active Directory Domains and Trusts

TO SERVER MANAGER p :
Active Directory Module for Windows PowerShell

| Active Directory Sites and Services

: " | Active Directory Users and Computers
o Configure this local servi | psiedi
| Component Services
2 Add roles and features [ e et
| Defragment and Optimize Drives
[ons ]

| Event Viewer

3 Add other servers to manag

4 Create a server group | Group Policy Management
| iISCSI Initiator

| Local Security Policy

| ODBC Data Sources (32-bit)
E | ODBC Data Sources (64-bit)

| Performance Monitor

| Resource Monitor

) SERVER GROUPS

erver groups: 1 | Servers total: 1

IS

| Security Configuration Wizard

2.2 Check the forward lookup zone.

The DNS Manager will appear. Locate the DNS server and expand the tree in
the sidebar.
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File  Action View Help

L EEEN =N EE

£ DNS Name Type | status

=] f! WIN-UEHNBCSVHEZ = _msdcs. test.com Active Direct...  Running
Bl Forward Lookup Zones -] test.com Active Direct...  Running
| Reverse Lookup Zones

| Conditional Forwarders
Global Logs

Check the AD server IP settings
the IP address is 172.18.4.164.

_;_‘ DNS Manager

in the Forward Lookup Zones. In this example,

File Action View Help
OB EIEEEN - ISR ENE
% DMS Mame | Type | Data | Timestamp
= 5 WIN-UEHNBCSVHE2 1 _msdes
Global Logs _'; sites
= [ Forward Lookup Zones 3 :hq:l
_msdcs. test.com | udp
5] test.com “| DomainDnsZones
2 Rfverse Loo@p Zones | ForestDnsZones
. 4_-2.1.8-1?2.|n—addr.arpa (same as parent folder) Start of Authority (SOA) [62], win-uehnbcsvhe2. test...  static
_| Conditional Forwarders . R
(same as parent folder) Mame Server (NS) win-uehnbcsvhe2, test.com, static
(same as parent folder) Host (A) 172.18.4. 164 2012f7/3 +4F 11:00:00
win-uehnbcsvhe2 Host (A) 172.18.4.164 static

e Start of Authority (SOA): Make sure this item is included in the list.
e Name Server (NS): Make sure this item is included in the list.
[}

Host (A): The IP address must match that of the AD server.

2.3 Add a reverse lookup zone.

Add a zone in Reverse Lookup Zones by right-clicking and selecting New Zone,
as shown below.

& DNS Manager

File Actom View Help

o s ol NEIN 7 Nosl - N ERe
[ & DNs
= EI WIN-UEHMBCSVHEZ
Global Logs
=[] Forward Lookup Zones
.5.- _msdcs. test.com The Demain Name System (DN

To add & new zone, on the Ac

Mew Zone...

The New Zone Wizard will appear. Click Next to proceed.
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Primary zone

New Zone Wizard x|
Welcome to the New Zone
Wizard
This wizard helps you create a new zone for your DNS
SErver,
‘;.5 : A zone translates DNS names to related data, such as IP
addresses or network services,
To continue, dick Mext.
< Back Next = Cancel
Select the following options and click Next:
Store the zone in Active Directory
x

Zone Type
The DMS server supports various types of zones and storage.

Select the type of zone you want to areate:

% Primary zone
Creates a copy of a zone that can be updated directly on this server.

" Secondary zone
Creates a copy of a zone that exists on another server. This option helps balance
the processing load of primary servers and provides fault tolerance.

" stub zone

Creates a copy of a zone containing only Name Server (MS), Start of Authority
(50A), and possibly glue Host (&) records. A server containing a stub zone is not
authoritative for that zone.

¥ Store the zone in Active Directory (available only if DNS server is a writeable domain
controller)

< Back Mext = Cancel

Select the following option and click Next:

To all domain controllers in this domain

10
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]

Active Directory Zone Replication Scope
You can select how you want DNS data replicated throughout your netwark.,

Select how you want zone data replicated:
™ To all DNS servers running on domain controllers in this forest: test.com

" To all DNS servers running on domain controllers in this domain: test.com

" To all domain controllers in this domain (for Windows 2000 compatibility): test.com

" Tio &l domain conteollers spedfied in the scope of this directory: partition;

| =

< Back Mext = Cancel

(For Windows Server 2008/2012) Select the following option and click Next:
e |Pv4 Reverse Lookup Zone

Hew Zone Wizard =]

Reverse Lookup Fone Hame
A reverse lookup zone translates IP addresses into DNS names.

Choose whether you want to create a reverse lookup zone for IPv4 addresses or IPva
addresses,

{* IPy4 Reverse Lookup Zone

i~ IPv6 Reverse Lookup Zone

< Back Mext = Cancel

Enter the first three portions of the server’s IP address as the Network ID and
click Next.

11
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HNew Zone Wizard

Reverse Lookup Zone Name
A reverse lookup zone translates IP addresses into DNS names.

To identify the reverse lookup zone, type the network ID or the name of the zone.
¥ Metwork ID: AD server's IP:172.18 4. 164(Example)
172 .18 4 =>Network ID:172.18.4

The network ID is the portion of the IP addresses that belongs to this zone. Enter the
netwark ID in its normal {not reversed) order.

If you use a zero in the network ID, it will appear in the zone name. For example,
network ID 10 would create zone 10.in-addr.arpa, and network ID 10.0 would areate
zone 0.10.in-addr.arpa.

{~ Reverse lookup zone name:
4,13, 172in-addr.arpa

< Back I Mext = I Cancel

Select the following option and click Next:
e Allow only secure dynamic updates

New Zone Wizard x|

Dynamic Update
You can spedfy that this DMS zone accepts secure, nonsecure, or no dynamic
updates,

Dynamic updates enable DMS dient computers to register and dynamically update their
resource records with a DNS server whenever changes occur,

Select the type of dynamic updates you want to allow:

& allow only secure dynamic updates (recommended for Active Directory)
This option is available only for Active Directory-integrated zones.

" Allow both nonsecure and secure dynamic updates
Dynamic updates of resource records are accepted from any dient.
This option is a significant security vulnerability because updates can be
~==  accepted from untrusted sources.

i~ Do not allow dynamic updates

Dynamic updates of resource records are not accepted by this zone, You must update
these records manually.

< Back Mext = Cancel

The reverse lookup zone will appear in the DNS Manager. Confirm the settings
on the screen.

12



Using Microsoft Active Directory with FlashNAS ZFS

;:-'g_ DNS Manager

File Acton VWiew Help

A EEI R EE

,J_% DNS Name | Type | Data | Timesta

Bl F WIN-UEHNBCSVHE2 =] (same as parent folder) Start of Authority (S0A) [8], win-uehnbesvhe2.test....  static
Global Logs g;l{same as parent folder) Mame Server (NS) win-uehnbcsvhe2, test.com. static
= || Forward Lookup Zones

2| _msdcs.test.com

- | 4.18.172.in-addr.arpa

| Conditional Forwarders

e Start of Authority (SOA): Make sure this item is included in the list.
e Name Server (NS): Make sure this item is included in the list.

2.4 Create a host record in the reverse lookup zone.

Right-click on the newly created reverse lookup zone and select Other New

Records.

File Acton View Help

O EE EEEN R EE

£ DNs Name
= j WIN-UEHNBCSVHEZ =] (same as parent folder)
Global Logs =] (same as parent folder)

= [ | Forward Lookup Zones
1 _msdcs.test.com

|2 test.com
= || Reverse Lookup Zones
Bl <. 18. 172.in-addr.ar

o Conditional Forwarders Wpdate Server Dat Fil
Reload
Mew Pointer (FTR)...
Mew Alias (CMAME)...
Mew Delegation...

Other New Records...

Select the following option and click Create Record:
e Host (A or AAAA): Windows Server 2008/2012
e Host (A): Windows Server 2003
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Resource Record Type x|

Select a resource record type:
AFS Database (AFSDE) i’

Alias (CMAME)
ATM Address (ATMA)

Description:
Host address (A or AAAA) record. Maps a DNS domain name to a ;I

32-bit IP version 4 address (RFC 1035) or a 128-bit IP version 6
address (RFC 1588).

2

| Create Record. .. Il Cancel |

Enter the IP address of the AD server and check “Update associated pointer
(PTR) record.” Click OK.

Hew Resource Record x|

Host (A) |

Host {uses parent domain if left blank):

Fully qualified domain name (FQDM):
|4. 18, 172.in-addr.arpa.

IF address:
| 172.18.4. 164

W Update assodated pointer (FTR) record

™ Allow any authenticated user to update all DNS records with the same
name. This setting applies only to DMS records for a new name.

oK Cancel |

Restart the AD server, and then check that the reverse lookup zone setting has
been updated.
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File Action View Help

e A=l JENEREAN * Roeil R ERe
£, DNS
Bl 5 WIN-UEHNBCSVHEZ
Global Logs
= || Forward Lookup Zones
2 _msdcs. test.com
] test.com
=l || Reverse Lookup Zones
Bl 4. 15. 172.in-addr.arpa
| Conditional Forwarders

Name | Type | Data | Timesta
=| (same as parent folder) Start of Authority (SOA) [13], win-uehnbcsvhe2. test...  static
i_—] (same as parent folder) Mame Server (NS) win-uehnbcsvhe 2. test.com. static
é_—] (same as parent folder) Host (A) 172.18.4.164 static
i—_l 172.18.4.164 Pointer (FTR) 4,18, 172.in-addr.arpa. static

e Start of Authority (SOA): Make sure this item is included in the list.

e Name Server (NS): Make sure this item is included in the list.

e Host (A): The IP address must match that of the AD server.

e Pointer (PTR): The Data column should show the IP address of the AD
server.
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Step 3: Configuring AD User Account Settings for Import into FlashNAS

Make sure that the AD user accounts meet the following criteria:

= AD user logon name needs to be the same as the full name.

Mew Object - User

g Create in.  nas-test ad/Jzers

Eirst narne: IBart Initials: IYH

Last narne: IHsiau:u

Full name: IEart r'H. Hziao |

L=er logon name:
IEart *fH. Haiad

I @haz-test ad j

IJzer logon name [pre-twfindows 2000];
IN;’-\S-TEST'\

IEart “'H. Hziao

4 Back I Mest > I Cancel

NI |=+7<>@"

The user logon name can not include the following invalid characters:

16
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Step 4: Adding AD server to FlashNAS

4.1 In the FlashNAS GUI,

go to Configuration > Network > DNS and click on Add

in the DNS Server section. Enter the Windows AD server’s IP address and click

on OK.

Add New DNS Server

DMS Server Address

[172.18.4.164]

€4 172.16.80.5

| 0K | [ Cancel

Confirm that the DNS server has been added.

[+ | Status
= i{#} Configuration
E B Service
® [l System
= o network
i, Basic Settings
0 DNS
@ Routing
kel Trunking

4.2 Go to Configuration >

DNS

The DMS server translates

DHS Server

172.18.4.164

Service > Share and make sure that the CIFS service

has been enabled (Online). If it has been disabled, click the ® jcon to enable it.

[+ L4 Status
= {74 Configuration
IBB Senvice
|=] share
L Directory
™ Wiscellaneous
® Bl System
= ¥ Network
&y Basic Settings
ED DNS
& Routing
f| Trunking
& Jumbo Frame

Share
Activate and configure file senvice protocols to provide shared accesstoy
Linux (MFS).
Service Name Status
CIFS ) Onling
Ele 3 Disabled
MFS 1 Disabled
AFP £ Disabled
iISCEI ) Disabled

4.3 Go to Configuration > Service > Directory, select the LDAP service and click

on Edit. Configure the sett

ings and click OK after finishing the settings.

17
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d LDAP Client Settings

 Domain Name |

LDAP Server Port 389 |
Proxy Usemame |Administratar |
Proxy User Password XIIIL] |

= LDAP Server IP Address / Domain Name: Enter either the IP address or
the domain name of the AD server to specify it. Example: (IP Address)
172.18.4.164 (Domain Name): test.com

= LDAP Server Port: Specifies the server port. This parameter will be
assigned automatically according to the IP address.

= Proxy Username: Enter the AD server admin username.

» Proxy User Password: Enter the AD server admin password.

When LDAP configuration is successful, the AD has been added to the
FlashNAS system.

The LDAP service has been configured.
Joining the domain has been completed.

4.4 Go to Configuration > Network > DNS to check the DNS Suffix setting and
confirm the Windows domain name. It should appear automatically if the LDAP

configuration has been done correctly.
o

D1 Configuration DNS
EBZSe_mice_ DNS Server
U Directory
™ Miscellaneous D"_S ?ewer
® £ system 172.18.4.164
= & Network

‘%, Basic Settings
R el =1

e UNS DNS Suffix
&> Routing e
: The DS suffixis usually your domain na
el Trunking ’
& Jumbo Frame DNS Suffix
IIIB Peripheral 'iesi-_mm_

® Eil Motification

18
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4.5 Go to Configuration > Service > Share to check CIFS settings and confirm

the Windows domain name. It should appear automatically if the LDAP
configuration has been done correctly.

CIFS Settings

Windows Domain

Domain Name Festmm

(E Windows Workgroup

WarkGroup Name  [workgraup

19
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Step 5: Importing Users from AD Server

Go to Account > User and click on Import.

Account | User flelcome admin = Logout [B Links¥
(3] i Status
4%} Configuration User 2]
C_‘] Storage User Accounts
s Folder Create user accounts for accessing shared volumes or files with unique usernames and passwords. Configure their access
= § Account rights: readfwrite or read only.
3 L3 Name + Home Directory «+ Type (=] Group Quota + Description « |
Group

@ 8] Backup Page 0 ~ /Total 0 Pages  Total 0 User(s)
1 ' Maintenance

b [ mga || Esit |[ oelete ||[ import |

Ensure the AD users are imported from the AD server.

1005 Jhomei1 005 LdapUser 10000 none
1006 Shome/ 006 LdapUser 10000 none
1007 fhomes1007 LdapUser 10000 none
1008 thomei1 008 LdapUser 10000 none
1009 /homei 009 LdapUser 10000 none
101 Jhomeil 01 LdapUser 10000 none
1010 Jfhomeil 010 LdapUser 10000 none
1011 Jhomeil 011 LdapUser 10000 none
1012 /homei 012 LdapUser 10000 none
1013 Jhome/i 013 LdapUser 10000 none
1014 /homeil 014 LdapUser 10000 none
1015 thome/ 015 LdapUser 10000 none
1016 thomei 016 LdapUser 10000 none
1017 Jhomef1 017 LdapUser 10000 none
1018 Jhomeil018 LdapUser 10000 none
1018 thome 018 LdapUser 10000 none
102 fhomes1 02 LdapUser 10000 none
1020 Jhomei 020 LdapUser 10000 none
1021 thomer1 021 LdapUser 10000 none

The|1 _=!|page s Total 145 pages  Total 30 records
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Step 6: Allowing Users to Access Folders

6.1 Go to Explorer in the FlashNAS GUI and select the folder to be shared. Click
on Share.

Explorer 2]
Volume/Folder/File Management
Add, delete, of upload files through this explorer window. Use the sidebar to expand the volumefile hierarchy
M FlashNAS_6 Pook1
E-Bookt Name | Available | Used Type | Last Update
i usertome —
i cisshare 1l UserHome 37768 434K filesystem 2012-02-07 10:09
|l cisshare 37768 434K flesystem 2012-02:08 10:41
< [ »
L ¥
Createvolume | | Createscst | [ edit | [ pelete || Share & Download| [#  upload

6.2 Add users that will have permission to access this folder by clicking on Add.
Make sure that the CIFS/FTP/SFTP share protocol has been checked.

Folder Path /ool 1/test2

Share Name [test2 |

Description | |

Access Rights

M cveryone Access Allow  Forbid
Full Control O
Modify |
Read and Execute O
List folder contents |
Read O
Write: |
__add_J|[ oelete
Share

CIFSIFTRISFTP

O wes

[ aFP

6.3 To add users and/or groups, move them to the right-side boxes using the
arrow signs.

21
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Available Users W SelectAl Added Users [ SelectAl
8 guest B test
£ Administrator £ lrbtgt
£ Guest

Available Groups W SelectAll Available Groups W SelectAll

ﬁﬂlkmed RODC Password Replication
Group

43 Backup Operators

43 Cert Publishers

8 Certificate Service DCOM Access

8 Cloneable Domain Controllers

@ Cryptographic Operators v

< >

I

I

6.4 After configuring the share settings, click OK button to apply the
modifications.

Information x

0 The sharing settings have been configured.

6.5 After that, go back to Windows Server and verify whether the share folder
access rights are the same as on the FlashNAS system. To do so, find the
relevant network disk, right-click and select Properties. The share folder access
settings can be found in the Security tab.
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Appendix

FlashNAS System Recovery Procedure
If the system encounters errors during import, recover (rollback) the system as
follows using the system snapshot image mentioned above.

Go to Maintenance > System > Backup System Setting. Select the restore
image for recovery and click on restore.

WINCHESTERSYSTEMS

20150002 15:44:1  Welcome adminv [ Links

Backup/Restore Settings ?

‘Backup Sysiem Seftings
b

, o alocal fle.

o Bapsysen
D Power Schedule
(53 Diagnosti Report Restore System Setings.
@ High Avaiabity
&) Log

Restore

Troubleshooting
If joining Windows AD fails after configuring everything, check the following
items again to make sure the configurations are correct.

e FlashNAS DNS Server IP Address
It should be the same as the Windows AD server’s IP address.

e The Time Difference between FlashNAS and Windows AD Server
It should be less than 5 minutes.

Copyright © 2014 Winchester Systems Inc. All rights reserved. Winchester Systems and FlashDisk are registered trademarks, and FlashNAS and
FlashServer are trademarks of Winchester Systems Inc. All other trade names are the property of their respective owners. The information contained

herein is subject to change without notice. Content provided as is, without express or implied warranties of any kind.
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