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Why Use FlashNAS ZFS Systems?

IT environments often feature multiple types of storage infrastructures to ac-
commodate various types of data and achieve different service levels. The
scattered boxes for DAS (Direct-Attached Storage), SAN (Storage Area Net-
work) and NAS (Network-Attached Storage) configurations lead to poor utili-
zation and complicated management.

Winchester Systems FlashNAS ZFS simultaneously serves file and
block-based applications with a unified storage platform, and features easy
management, high availability, flexible scalability and competitive
price/performance. In addition, FlashNAS ZFS offers a comprehensive set of
advanced software features at no additional cost. FlashNAS ZFS systems help
businesses effectively meet diverse and changing data demand while staying
within limited budgets.
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Enterprise Vault Snapshot on FlashNAS ZFS

Enterprise Vault Snapshot (EVS) allows users to backup an entire iSCSI or
Fibre volume/Folder to another FlashNAS ZFS system. Users may choose a
password-protected device for added security and add schedules to the
backup so data is always protected.
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Using Enterprise Vault Snapshot to Backup a Volume

1. Go to Backup > Enterprise Vault Snapshot, and then click Add.

Backup | E:ll:l!iu Vaull Suapshol 2014-11-04 IB:SZ 3 e comz adinn v . Links ¥
) | Status. 2
{7 Configuration Enterprise Vault Snapshot
4 | Storane \clume/Fclder Replcation
i Foce Erterrise Vauk Snapshot i€ 2 block leve bac<up function.¥ou ¢an Easkup your vo umetfolder to another NAS. Afer sonfigurng, Lee the
# & Account Schedule menu to gt the backup sehedulz.
= £ Dackup

¥ Snapshot Name Source Destination Status I
& Fuol Mitor

‘& Remole Reglicztion [ Edit ][ Delete Replicate | [ Restore ]

@ Exemal ODrive
“b Entcrprios Vauk: Snapohet

2. Inthe window that appears, follow the steps below to set up an Enterprise
Vault Snapshot task.

Add Enterprise Vault Snapshot x

Select the source folder/volume you want to replicate

Backup Source

Directory [Pool-2/20G

Step1:
Specify the target system Select the volume you want to do EVS
Backup Target
IP Address [f7z24.110.71 | Step2: )
: Enter the valid IP and
Usemame [admin username/Password of
Bascword [saasd] | the target site
| g
Directory [ |
Step3:
Advanced Option Fetch
1
1
1
Backup Target
IP Address [172.24.110.71 Stepd:
LtSomimTie [agmin .J.elect the pool in target
site where you want to
Password [s00ee ktore the backup volume.
o [fe ®
Directory [20G_EVS_Backup ]
) Step5:
Advanced Option Create a volume name

[J Enable Encryption

Schedule your backup task.

Schedule
® Backup daily at :
O Backupwesky a : every

(O Customize
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Note:

If the volume name entered already exists, you will be prompted to create
a new name. The FlashNAS will not delete any volume automatically. If
you want to use the existing volume name, please manually delete the
volume before creating the EVS backup volume.

Parameter Info:

Section Name Description
Backup , Click Browse to select an existing volume/folder on the
Directory )
Source source device.
Enter a valid target device IP address.
IP Address  The IP address must be that of a data port (instead of
the management port).
Username  Enter the username for the target system.
Backup Target password  Enter the password for the target system.
Pool Click Fetch to load pool configuration on the target de-
vice
Directory Create the target volume/folder name.
Advanced Enable Select the checkbox to enable encryption for extra data
Option Encryption  security.
Schedule your Users can choose to backup on a daily/weekly basis, or
y Schedule b ¥ y

backup task

customize their own schedule

In our example, we have used the client computer to access the source
volume and add three files to it.

i
| o - computes - ;e @) > @[ sz gl
Organize v Indudeinlbrary »  Sharewith v  New folder = - Ol &

% Fovortes Name - Date motifist Tipe ES ||
B Desitop ] 11 LLG/2014 107 M Mirosoft Office Wo... (1]
g Dourtects )22 162014 1:07 AN MiTosoft Office Wou. arB
2l Recent Piaces 333 LU5/2014 10:07AM  Mirosoft OfFe Wo... e
4 Lbraries
% Documents
o Music
ol Pictures
E Videes
1% Computer
& Local Disk {€2)
L 206 (E2)
€ Nz twark

3 tems
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3. To take an Enterprise Vault Snapshot of the volume, launch the web
management interface of the FlashNAS ZFS, go to Backup > Enterprise
Vault Snapshot, and select the task you just created. Click Replicate to
start the backup task. When the task session is finished, the volume will
be backed up to the target FlashNAS, and the Status column will turn to
Ready. Operation time varies depending on the size of the source volume.

Backup | Enterprise Vault Snapshot

= Y system
) Host Settings
-1) DaterMime
A\ Language
Q. Admin Password
g Certificates
@ ¥ Network
) Peripheral
® @) Notification
@& Fibre Channel
= ] Storage
~ Pool
) voume
- Disk
%9 ssp
2 Target
+ w2 Folder
# @ Account
= £ Backup
B4 Snapshot
&) Pool Mirror
" Remote Replication
&= External Drive
“f Enterprise Vault Snapshot

2014-110515:54:04  Welcome admin ¥ l Links ¥

”| Enterprise Vault Snapshot ?
Volume/Folder Replication

Enterprise Vault Snapshot is a block level backup function. You can backup your volume/foider to another NAS. After completing the
configuration, use the Schedule menu to edit the backup schedule.

EVS_20141105_153556

Source Destination

Pool-1/20G_EVS_Backup

Status
Ready

naa | | ml[m]@[m]w

Pool-2720G

4. Log in to the web management interface of the target FlashNAS, and you
can see the backup volume under Storage > Volume.

torage | Volume

| ) Status

|42} Configuration

|| Storage
~ Pool
Volume
w— Disk
| ssD
E Target

| & Folder

| § Account

| & Backup

| 3¢ Maintenance

2014-11-06 00:04:12  Welcome admin v B Linksv¥

Volume 2

Create volumes to manage your data and shared access.

Name

Protocol Pool Comp
20G_EVS_Backup | Unmapped Pool-1 Disabled Disabled
([ ada ][ e ][ oeete |][ map ][ tock | [ unlock | [ Password |
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5. Now we are going to simulate the condition of data loss occurring on the
source volume by using the client computer to delete the file "222.doc."

i
R
.'_%"

_-' TR Ty ey
11 1L6/2014 10:07 &AM MiTosoft Office Wo. ..
) 333 1620014 1007 AM  Mirosoft Office Wo...

6. To resolve data loss, we are going to restore data from the backup target.
Before doing so, log in to the web management interface of the source
FlashNAS, and unmap the source volume from its target.

Target Mapping
tncheck

Name

[ E_306 in.2002-10.com .sn3386690;a|b].e:300 [channel) finterface]
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7.

Go to Backup > Enterprise Vault Snapshot, and then select Restore to
restore data from the target volume.

Backup | Enterprise Vault Snapshot

2014-11-05 15:54:04 Weicome admin ¥ ‘ Links v
B
= séﬂ::;wm *| Enterprise Vault Snapshot 2
<y Date/Time Volume/Folder Replication
A\ Language Enterprise Vault Snapshot is a biock level backup function. You ¢an backup your volumeffokder to anather NAS. After completing the
Q. Admin Password configuration, use the Schedule menu 1o el the backup schedule.
5 Certificates
@ @ Network Name Source Destination Status
) Peripheral EVS_20141105_153556 P00l-2206 Pook1/206_EVS_Backup Ready
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= |_J storage
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- Disk
9 ssp
5 Target
+ w2 Folder
# @ Account
= & Backup
9 Snapshot
&) Pool Miror
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&~ Extemal Drive
“B Enterprise Vault Snapshot
) Schedule
+ 57 Maintenance

nsd | [ ew | [ velte || J|[ restore [} advancea

v

When the task session is finished and the Status column turns to Ready,

map the volume back to the target. Use the client computer to access the

volume, and you can see that "222.doc" is now restored.
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Using Enterprise Vault Snapshot to Backup a Folder

1. Go to Backup > Enterprise Vault Snapshot, and then click Add.

Bachup | Enler ps ull Srieprshol 2014-11-04 18:52:31

2 Ll Status 2
% (£ Cenfiguration Enterprise Vault Snapshot
i+ |_) Storage Velume/Folder Replcation
1) el Ealdox; Erterprise Vault Snapshot is 3 block leve bac<up function.You ¢sn kackup your vo uma‘folder to another NAS. Afer sorfigurny, use the
# & Account Scheduic meny 1o 6dit tho backup schoduld.
= & Dackup
4 Snapehot Name Source Destination Status |
W Fool Mo
- :
2| Remcta Eoplication [ Edit J [ Delete [ Replicate | [ Rastore ]
&= Exerna Drive
“&1 Entcrprioa Vaul: Snapshot

2. Inthe window that appears, follow the steps below to set up Enterprise
Vault Snapshot task.

Add Enterprise Vault Snapshot x

Select the source folder/volume you want to replicate

Backup Source

Directory Pool-1/Share_1

Step1:
Specify the target system Select the folder you want to do EVS

Backup Target

IP Address [A7224.110.71 | Step2: .

: Enter the valid IP and
Username [admin username/Password of
Password [saesd] | the target site
| 8
Directory [ |

Stepl:
Advanced Option Fetch
1
i
Backup Target
IP Address [172.24.110.71 |Step4:
Username [admin Select the pool in target
site where you want to
Password [se0ee |store the backup folder
o [p &
Directory [Share_1_EVE] ]
Step5:
Advanced Option Create a folder name

[ Enable Encryption

Schedule your backup task.

Schedule

@® Backup daily at :
(O Backup weekly at : every

() Customize

OK ][ Cancel
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Note:

If the folder name entered already exists, you will be prompted to create a
new name. The FlashNAS will not delete any folder automatically. If you
want to use the existing folder name, please manually delete the folder
before creating the EVS backup folder.

Parameter Info:

Section Name Description
Backup , Click Browse to select an existing volume/folder on the
Directory )
Source source device.
Enter a valid target device IP address.
IP Address  The IP address must be that of a data port (instead of
the management port).
Username  Enter the username for the target system.
Backup Target password  Enter the password for the target system.
Pool Click Fetch to load pool configuration on the target de-
vice
Directory Create the target volume/folder name.
Advanced Enable Select the checkbox to enable encryption for extra data
Option Encryption  security.
Schedule your Users can choose to backup on a daily/weekly basis, or
y Schedule b ¥ y

backup task

customize their own schedule

In our example, we have used the client computer to access the source
folder and add the file "This is test file for EVS folder restore function.txt"

to it.

B Pool-1_sShare_1 I (=] 5
:9\ :}\-,-I_ = Hetwork v 172,24, 110,85 = Fool-1_Share_1 » @ [searcr.. P2
Organize v Maw folder = - O &

S Hame - Date modified Type | sze | |
E Desitop __| This & test file for EVS folder restore funchion 11/13/2014 10:13 AM  Text Dooumant akB
& Downloads
. Recent Places
-4 Lbraries
*| Documents
o Music
] Pictures
B wdeos
1% Computer
& tocal Disk {C3)
e 20G ()
€l Nabwark

1 kem
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3.

To take an Enterprise Vault Snapshot of the folder, launch the web man-
agement interface of the FlashNAS, go to Backup > Enterprise Vault
Snapshot, and select the task you just created. Click Replicate to start the
backup task. When the task session is finished, the folder will be backed
up to the target FlashNAS, and the Status column will turn to Ready. Op-
eration time varies depending on the size of the source folder.

Backup | Enterprise Vault Snapshot

20141413 10:6:35  Welcome admin¥  [B Links ¥

= 4 Networic o~ ~ ?
(@, Basic Settings Enterprise Vault Snapshot
(D DNS Volume/Folder Replication
& Routing Enterprise Vault Snapshot is a block level backup function. You can backup your volume/folder to another NAS. After completing the
[l Trunking configuration, use the Schedule menu to edit the backup schedule.
2 Jumbo Frame
g! VLAN Name Source Destination Status

@ ) Peripheral EVS_20141107_152516 Pook-1/Share_1 Pool-1/Share_1_EVS Ready

& @ Notification EVS_20141113_095536 Pool-2/20G Pool-1720G_EVS_Backup Ready

& Fiore Channel

Zi::l’;:':e [ add | [ Edit | [ Delete ]l i I[ Restore | | Advanced |
L9 share
@ Configuration
ws WORM
w4 Encryption
g Portal Foider
# § Account
= /£ Backup
4 Snapshot
& Pool Mirror
“. Remote Replication
£~ External Drive
“By Enterprise Vault Snapshot

Log in to the web management interface of the target FlashNAS, and you
can see the backup folder under Folder > Configuration.

Folder | Configuration 20141107 23:33:12  Welcome admin ¥ ‘ Links ¥

w B senvice

= g5 System
) Host Settings
«z) DatefTime View the list of folders and add, delete, or edit a folder to configure parameters.
A Language
Q. Admin Directory Quota i D icati Comp Anti-Virus  Transaction Log
_g Cettificales {Pool-1/Share_1_EVS none 120.77GB  Disabled Disabled Disabled Enabled

~| Configuration ?

= 4 Network [Pool-1/UserHome none 120.77GB Disabled Disabled Disabled Enabled
&, Basic Settings
D DNS
ﬁ::u::;:g verguota | [ aaa ] [ e ][ odee
& Jumbo Frame
#a VLAN
® () Peripheral
@ @) Notification
@# |_| Storage
i= %25 Folder
L9 share
& Configuration

/Pool-2/UserHome none 125.87GB Disabled Disabled Disabled Enabled

Note: Sharing the backup folder on the target FlashNAS is not prohibited,
but doing so will render its access privilege as "read-only", and is NOT a
recommended practice.
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5. Now we are going to simulate the condition of data loss occurring on the
source folder by using the client computer to delete the file "This is test file
for EVS folder restore function.txt."

B Pool-1_share_1

|6"(—}v|; ~ Network = 172.24.110.85 = Pool-1_Share_1 v & [ searehp.. g

Orgarize v New folder

i Favarites

Hame -

1Dnﬂ=mciﬁuﬂ Type Iﬁl’c | |

B Desictop
& Downloads
2l Recent Places

4 Lbraries
" Documents
& Busic
[ie] Plictures
B videes

1% Computer
&, tocal Disk ()
o 206 E:)
€l Natwark
! 0 tems
e

This folder & empty.

6. To resolve data loss, we are going to restore data from the backup target.
Log in to the web interface of the source FlashNAS, go to Backup > En-
terprise Vault Snapshot, and then select Restore to restore data from the

target folder.
Backup | Enterprise Vault Snapshot

= &Y System
) Host Settings
<) DatelTime
A\ language
Q. Admin Password
g Certificates
@ ¥ Network
@ () Peripheral
@ @) Notification
@ Fibre Channel
= |_) Storage
= Pool
) voume
- Disk
8 sso
5 Target
# ¥ Folder
# § Account
= A& Backup
Dy Snapshot
&) Pool Mirror
“%a Remote Reiication
& External Drive
“B Enterprise Vault Snapshot
7] Schedule
+ 27 Maintenance

*| Enterprise Vault Snapshot

2014-11-05 15:54:04 Welcome admin ¥ l Links v

?

Volume/Folder Replication

Enterprise Vault Snapshot is a block leve! backup function. You can backup your volume/folder to another NAS. After completing the
configuration, use the Schedule menu 1o edit the backup schedule.

Name Source Destination Status
EVS_20141105_153556 Pool-2200 Pool-1220G_EVS_Backup Ready
[ g | [ eat ][ peete || J{ Restore ]

v
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7. When the task session is finished and the Status column turns to Ready,
use the client computer to access the folder, and you will see that its

content is now restored.
=1l x|
Netwark = 172.24.110.85 ~ Pool-1_Share_1 - @ W!"ﬂ
=~ 08
Hame - Date motified Type ES I

B Desiciopy I | This & test fle for EVS foider restore funcbon [ 11/13/2014 10:13AM  Text Doaument oKs
& Davrloads
% Racent Places

Data restored !
4 Lbraries
H Documents

o Musc

| Pictures

B videos
% Computer

& Loc Disk (1)

o WG E)

¥l Network

1 item
!
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